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a b s t r a c t 

Security is considered to be a critical software quality attribute. Tackling security at the requirements 

phase helps to avoid the need to rework secure software development issues. The aim of this paper is to 

develop a Requirements Engineering (RE) Security Maturity Model (RESMM) to assist software develop- 

ment organizations to better specify the requirements for secure software development. To achieve this 

objective, first, we conducted a systematic literature review (SLR) to identify the requirement practices 

for secure software development. Then we modified Sommerville’s requirements engineering practices. 

We also conducted a questionnaire survey based on the identified security requirements practices. Next, 

the RESMM was built based on the results of the SLR, the modified Sommerville practices and feedback 

from the security practitioners. Finally, two case studies were conducted to assess RESMM. RESMM has 

79 practices classified into 7 RE categories. The case study results show that RESMM has a clear structure 

and is easy to comprehend and use. In addition, the case study participants recommended that software 

organizations adopt RESMM. RESMM has the ability to identify the RE security maturity levels in software 

organizations. RESMM can also help software development organizations deliver secure software. 

© 2020 Elsevier Ltd. All rights reserved. 
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